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NOTICE

Notice of Confidentiality. These materials are furnished to you solely in connection with your relationship
with FIS and/or its affiliates (“FIS”). By accessing, use of, or receipt of this material, you agree and
acknowledge that the information contained herein (the “Information”) is confidential and proprietary
information of FIS. You agree to keep the Information confidential and not to forward or otherwise
disseminate or use the Information for any purpose other than in connection with your relationship with
FIS. You accept the Information presented herein “as is,” without any representation as to its accuracy or
completeness.

While every attempt has been made to ensure that the information in this document is accurate and
complete, some typographical or technical errors may exist. FIS reserves the right to modify or revise all
or part of this document without notice and shall not be responsible for any lost, cost or damage, including
consequential damages, caused by reliance on these materials.

Trademarks
All trademarks are the property of their respective owners.
Company, product, and service names used by FIS within, or supplied with this document may be

trademarks or service marks of other persons or entities.

Copyright

© 2022 FIS and/or its subsidiaries. All rights reserved.

FIS Proprietary and Confidential- For Recipient’s Limited, Internal Use Only
This document is protected under copyright and trade secret laws.

Unauthorized copying, reproduction, modification, display, use, and distribution of this document are
prohibited
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Configuring & Validating Autobooks
via the Web Administration Tool

To enable or disable an institution, there are 6 main areas within the Web Admin Tool that can
be configured:

Online Banking Module

Account Capabilities

Security Profiles — Services Tab

User Type — Service Entitlements

Menu Editor (User Interface)

SSO Concentrator (SSOC)

AR

Enable Autobooks Online Banking Module

The Online Banking Module for Autobooks items will be present following enablement by FIS.
Unchecking this module is the quickest way to disable access to the Autobooks feature.

r: i S WEB ADMINISTRATION

Search
Bank List

Online Banking Modules @ Online Banking is online PrrinT
Control Panel

Halding Cempanies

Sl Available Modules  Check All Uncheck All
Canfiguraions Account Opening
Security Aecount Transaction Register
B Accounts
Hes B ACH
Alest Prefecences

REPORTS ACH Positive Pav

e e Additional Services

FILE TRANSFER . .
s T e M Additional Services - UTransfer

LOG OFF Administration
Alerts

Autebeooks h
Banker on the Go
Bill Pay
Calculators
Check Imaging
CheckFree
Cempany Admin
Customer Serviee
Dhvnamic Transfer
g-Statements
External Transfer
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Enable Autobooks Account Capabilities

This section is used to identify the Account Types that are valid to be passed to Autobooks. This
will also make the ‘Autobooks’ entry available on the Security Profile services. From a security
perspective, the Autobooks feature will be considered one item. The individual links will be
controlled at the User Type level.

1. On the Control Panel, select “Account Capabilities.”

@ Flex Dashboard X @ Web Administration X |- FlexBanking x| +
« C i diflexapimaz.fisglobal.cor 1%3d%3d
G Gocgle @ Rally U BitBucket (@ FlexDashboard @ Clarity @ Maps - Buel I

r: i pm9l //EB ADMINISTRATION:

BANKS

RSN ~ontrol Pal"IEEEI/ Online Ban

Control Panels

Nests
Alert Preferences.

SETOTTY \Account Capabilities Manage account capabilities (e.g. transfer 1o/from, check orders).

TRANSACTIONS (P8 s 10T Manage ACH groups and settings
FILE TRANSFER \Ad Images Setup Ad Images Setup
CUSTOMER CARE CONSOLE AEM CI‘C(“C and mﬂnﬂgc dgrbtmcﬂts
LOG OFF
\Batch Load Setup Manage Batch Load settings
ICE Setup Configure CheckFree (Pass-Through)
Customer Care Console Manaze Services Settines

2. In Account Capabilities, select Account Type (Checking) and scroll down to find Autobooks
in the Capabilities list.

r: . i gl VB ADMINISTRATION

Account Capabilities@ Online Banking is online [ Frmit]

Control Panel

Account Type Enrollment Configuration
[abe ~] Manage Account Types

Allow for Enrollment
Capabilities Check All Uncheck All Last Deposit Field

Account Balance

8 Account Histor Default Account Detail Time Period

& Account Transaction Register [Date Range A
Akshat Request Balance C .

Akshat Test Request alance Configuration

ALERTS TEST Request Available Balance Calculation

API Automation Request B

APT GATS Testing Request EShow Available Balance on Detail

Approve Recurmnng Tran; Available Balance to display on Account Detail

Approve Transfer Available Balance v

Approve Tr, emplate .

Autobooks Available Balance Label

The above screenshot shows that this Account Type is enabled for Autobooks

¢ Note: An institution can have multiple checking account types; each of which would
need to be enabled for Autobooks.

¢ When FIS enables an Fl, all base account types of checking and savings are
automatically enabled for Autobooks. (Note: money market accounts are included as a
base checking account type.)

© 2022 FIS and/or its subsidiaries. All rights reserved. 5
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Enable Autobooks for a Security Profile

Every user on Digital One Flex is assigned a security profile, similar to a ‘group.’

e The Security Profile provides access permission to the Autobooks feature. If Autobooks is
not selected, the user will not be allowed to integrate to Autobooks.

¢ Autobooks must be turned on at the Account Capabilities level to proceed to this step.
Account Capabilities is the driver of what accounts get sent to Autobooks.

1. Navigate to Security Profiles on the Control Panel.

€ C @ difenpimazfigiobalcom FREST/D1Z00S25TF fwebadmin/ WebAdmin himgs=b

LA L X 2 5o s
Manuge Mulipomt boit sdapter configuration
QLB Emulation Samises Manxge OLB Emulstion Seniegs
Onlme Banking Modules Enable and disable Onlioe Bankmg medules.
Oulins Offiee HvbndMade  Mansge Online Bankeng secessibility
008 Confimmation Mansge 00B Confipuration
People Pay Configuration Manage People Pay Configuration
Betsomal Fuanie Mansge Personsl Funsnce Confiparation
Phone and Emal Confipmations Manage Phone and Email Confipurations
Bauitie Py afigae Positive Pay
Schedled Tarks Creste and manage scheduled taiks (e g file exports, recuming tamsaction processing)
Secure Sizn-On Se Manage Device [D Configurstion
Seoariny Prigles Create and manage socunty profiles for users
Sequriry Sefrings Manage usemame password requirements. macimum Jogin tries and hide ushide sccounts
Self Emrliment Manage Self Enrollment
SigoOnPrees Confisuation  Confipure Header Footer for Sign On and Secure Sign-On pages
Masnsge SOL Reporng
Configuze $50 Concentrator Connectson
Confipuze S50 Imerfaces
= Manage statement imagmg mtesface configuration.
Statemend Prefeqences Manages Stement Preferences
St Povment Manage $top Payment Options

2. Choose a Security Profile Name, then click Access. e.g., Retail User.

security Profiles@ Online Banking is online
il

nsaction Only

AkshalACH

AQHSecurityProfile
Ashish Profile
ATP11SscurityProfie
Automation_UI

Basic Business

Cash Management ACH

Cash Management Dual Control
Cash Management NO Access

Cash Management w/Bill Pay
Dani - No Bil Pay
i Dual Co

AkshatACH

spl_automation_vik apl_sutomation_vik
spprove spprove
Approve Only Approve Only

Automation Security Profile
Ashish Profis

Automation Security Profile
test

Cash Management Dual Control

Cash Management w/Bil Pay
Dani - No Bill Pay

Access Limils Dslete
Bicess Limits Delete
Agcess Limils Delete
Bccess Limits Delets
Bccess Limits Deleie
Cash Management ACH Credit Only Credit Offset Assess Limits Delole
Cash Management ACH Debit Only Offset Debit Access Limils Delete

Dani Dual Control - Please do not change Acgess Limiis Daigte
deepanswprofie Agcess Limits Delete

Dee's EXTERNAL Transfers

Access Limils Delele

DevConnectPhenomsSecurityProfie Agcess Limits Delete
dheer dheer Access Limis Delete
Py Aume Access | mits Daleta
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3. Within the Security Profile, Autobooks will be found in the Services tab. Check the box.

o
[ Ry /=S ACMINISTRATION

B .

57| Security Profilea Online Banking is online -
Contiol Panel > Secuay Profiles

Profile Name*
Retail User

=) e e Qv [reee ey presee) [ B e
Chesk All Uncheck All

CJALERTS TEST Request
Request
EJ APT GATS Test Request
Rauiobooks
‘Bank Defined Request
Change Account Name

deepamsg Request

[ Deluxe Check Reorder Request

Dinesh CR Request

Dispute Debit Card Transaction Request
EasCorp Check Imaging 3.0

e This is PER account type within the selected Security Profile (i.e. Retail user, Checking).
The above screenshot shows a Retail User profile with a abc1 account type.

¢ Autobooks will not appear in the list of check boxes unless the Account Capability for that
account type has been enabled.

e When FIS runs a mass enablement or individual implementation, they will create Account
Capabilities, then auto-enable the security profile for each of those checking and savings
account types (account capabilities).

Control Panel

r—"'“ i pl WES ADMINISTRATION

Control Panel@ Online Banking is online

Account Capabilities Manage account capabilities (e.g. wansfer to/from, check orders)
ACH Semp Manage ACH groups and serungs

Ad Images Setup Ad Images Setup

Agreements Create and manage agreements.

Batch Load Setup Manage Barch Load settings

CF Setup Conf ough)
Customer Care Console M

Dollar Limts M

FDE Sety Manage FDF connecti

Manange Fidelity Bill

HORIZOX Setup Manage HORIZOX connectivity and transaction options
IBS Setup Manage IBS connectivity and transaction options.
Imaging Manage check imaging interface configuration.

I Manage Information Reporting Config

Manage Alerts messages
Manage Dynamic Transfer Configuration
Manage Account Transaction Register Cond
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Enable Autobooks SSO via SSO Concentrator

The purpose of the SSOC concentrator is to set the parameters for the SSO integration. The
initial configuration must be done by FIS who will also assign the proper Fl values. The screens
below are provided primarily for you to be able to validate your setup and triage issues that may
arise.

1. Navigate back to the Control Panel, then scroll down to “SSO Concentrator.”

.o
[l Byl V/EEADMINISTRATION
U OO Vs NIATagE UMM DAnKing

‘O0B Configuration Manage OOB Configuration
People Pav. Confieuration Manage People Pay Configuration
Personal Finance Manage Personal Finance Configuration
jEn Fameet Phone and Email Configurations Manage Phone and Email Configurations
"" = Postive Pay Configure Positive Pav

PECiis]  |Scheduled Tasks Create and manage scheduled tasks (e.g. file exports, recurring transaction processing)

QORI | Secuse Sign-On Setup Manage Device ID Configuration

Security Profiles Create and manage security profiles for users
CTNEL S \Security Settings Manage username password requirements, maximum login tries and hide/unhide accounts.
\Self Eprollment Manage Self Enrollment
Sign On Pages Configuration  Configure Header Footer for Sign On and Secure Sign-On pages.
SQL Reporing Manage SQL Reporting
880 Concentrator Configure $80 Concentrator Connection
5_&0_{&1“1% Configure S50 Interfaces
|Statement Imaging Manage statément imaging inferface configuration
‘Statement Preferences Manages Statement Preferences
‘Stop Pavment Manage Stop Payment Options
Tran Code Mapping Manage history tran code mapping from host or BAL files
Tra Manage Transaction Fees Configuration
Y Configure Security for Transaction Types
Trensaction Sefup Manage transaction processing options, reiries and ordering
Transfer Configuration Manage Transfer Configuration
Transfer Descriptions Manage transfer to/from descriptions
Transfer Types Configure tran codes for wansfer types.

UMonitor Configusation Manage UMonitor Configuration

Create and manage user interface profiles.

Create and manage user tvpes.

Manage UTransfer Configuration

Manage WebConnect Settings ‘

During implementation FIS will create the Concentrator below. Autobooks is the top row under
‘SSO Concentrator Connection.’

2. Click ‘Modify’ for Autobooks.

.o
[l =Y V/EEADMINISTRATION

BANKS B n pi "

BEEl SSO Concentrator Connections@ Online Banking is online =R

Confgurations
= Control Panel

Change Password

Aorts FI Encryption Key (hex 48 characters) * 8A480837F 7CFFA2A31C5E655,

Alert Preferences L Fos) A P
[PSWW  Initialization Vector (hex 16 characters) * 0000000000000000

TRANSACTIONS.

CUSTOMER CARE CONSOLE “S;M Changes ]
-
: *Required

$SQ Concentrator Connection Category Account Capability Name FlAppiKey Enabled

Autobooks Boolkeeping Autobooks 971 Yes ‘Mody
E85Gorp Gheck Imaging 3.0 Check Image E2500rp Check Imaging 3.0 64 No Moy
EasCorp Check Imaging new Check Image EasCorp Check Imaging new m Mo Modify
Harland Check Imaging 1.0.0 Check Image View Check Image 74 Mo Mogily
LBS in-House Check Imaging 1.0.0 Check Image LBS In-House Cneck Imaging 1.0.0 51 No Moddy
Northwest Cerg. Check Imaging 1.0.0 Check Image No Moaty
QA Generic Check Image 1.0.0 Check Image Wiew Check Image 26 Yes Mogify
TWS Check imaging 1.0.0 €heck Image TWS Check imaging 1.0.0 EH) No Moddy
Deluxe Check Reorder €heck Reorder 4331 Yes Mody
FIS€CX Commercial Image Capture View Statement 5011 Yes Mogy
FIS E2Card Credt Card FIS E2Carg 5034 Yes oady
TSYS CardManager 1.0.0 Craott Carg TSYS CaraManager 1.0.0 510 No Moty
Andera Electranic New Account Opening £l Yes Mody,
ulonilor Electronic New Account Opening £ No Modiy
Business Data, Inc E-Statements 1.0.0 eStatement No Mooy
Business Daiz, Inc E-Statements new eStatement Ho Modify
CFS E-Statements 1.0.0 eStatement View Statement 838 Ho blogy
F-Daivary 100 astatamant Viasw Statamant 150 [ hinaty
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3. Within Autobooks Configuration, ensure that the “enabled” checkbox is checked.
e To enable Autobooks integration (from any link) click the 'Enabled' checkbox.

e Unchecking the 'Enabled' checkbox will cause the Autobooks integration to fail if any link
is still viewable and clicked by an end user.

— i pm Y, VB ADWINISTRATION

BANKS

S4E0 Autobooks Configuration@ Online Banking is online

Configurations
e Control Panel > SSO Concentrator Connections

nerts 850 Concentrator URL *

hips/d1lexapimaz figglobal com'SSOC
FIAppKey * 971
Enabled

Parameters

[ Name Prefix CIMICR

OFisst Name 0 Check Number

() Middle Neme [ Check Clear Date

[ Check Amount

() Name Suffix Timestamp

(OJFull Name (O Fidelity Investments StreetScape ID

User Name [ SAND Positive Pay Company ID

Customer Number [ SAND Positive Pay User [D

JSSNor TIN [ Check Side

OSSN o TIN List ) Comsmen |

OAddress 1 ORewmURL[ |

D) Address 2 OBrorURL[ |
Conkiny () Heartbeat URL | ]
OCity [Success URL

O Start Date
) End Date
o Account Type
() Employee
C . y
0 Z"“"e '\“\'.“be; () ScoreCard Accovats
S S\CESCE SR () Pre-fill Account Number with Zeros-Maximum Length of |

o The FIAppKey value identifies the individual Bank which must be assigned by FIS.

User Interfaces - Adding Autobooks as a Menu Item

The Menu Editor identifies the Autobooks menu item in the Tools menu (or whatever menu an Fl
may have configured).

During implementation FIS will:

o Set the default description to “Send Invoices and Accept Payments.” The FI can update if
desired.

e Place the default description in the existing Tools menu. NOTE: If the FI has renamed or
removed the Tools menu, this step will be skipped and the entry will need to be completed
manually. The entry can be completed before enabling the FI if desired. The User Type
entry being enabled will control whether this menu item displays or not.

© 2022 FIS and/or its subsidiaries. All rights reserved. 9
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1. Navigate to the control panel and select User Interface Profile.

= | S CEEIERE

¥ 3

O | OO0B Confisuramon

3 b B g1t B i mia] ™

Marage Cemfiguranon

Peoplz Pav Confiparation Marage People Pay Configusation

Personsl Fissnee Marage Personal Fimnee Configurarion

Phone and Email Confizurations Maraze Phone and Emal Configuratrons

Posinyce Pav Configure Positive Pay

Scheduled Tasks Create and manage scheduled tasks (e g file exposts, recurmmg transaction processing)
Marzge Devzee ID Configuration

Create and eaanage security profibes for saers.

Secunty Seiticgs Marage ussrmame password requirements, maxamum logen tes and hade ‘'unkads accounts
Self Exrollsen Maesge Self Exrolimenn

Sign Chn Papes Confizuration  Configure Header Footer for Sign On and Secure Sign.On pages.

Secore Sign-On Setup
Secuney Profiles

0L Beponing Marage SQL Reporning
350 Copcentrator Configure 550 Concentrator Connection
250 Inserfaces Configure S50 Interfaces
Statesnens linsgiss Marage statenent mmaging erface configusation
Statemnent Preferences Mansges Statemend Preferences
Sren Paveacns Marsge Stop Pavment Opticas
Tran Code Mappmg Manage hestory tran code mapping from bost or BALL files.
Tmnsaction Fees Marzge Transactson Focs Configuration
Tiansaction Seounry Ceonfiguee Secunty fior Transactwem Types
Lransaction Sefugp Marage transaction processang options, retries and cedenng
Tranufer Confioursiog Maesge Tramifer Configiration
Transfer Descniptions Manage transfer 10/from descriphions
Toanafer Tpes Configure tam codes for mamifer tvpes
Uiogitor Confipaation Mapage UMoster Configurahion
User Imtqrine Creats and manage user mterface profiles
Llser T Create and manage uier fypes
UTrapsfer Configuration Marage UTransfer Configuration
. Marege WebConnect Serzngs

B ADMINISTRATION)

:

User Interface Profiles@
Coparol Pane]

Online Banking is online

rface Profiles Create a New Profile  Manage Baok Brandmg Negatice Amosnts Site Footer Speed Bump  Timeout Warmung

AustiMarsaTestProfie]
AutcMacaTosPeofeZ

AutoManuTeuProfsl
Do not use - AuteMeraiTostProfile2

eatiations

ACCOUNT TRANSACTION ONLY ACCOUNT TRANSACTION ONLY v Dealate
AkshatACH kshat elaly
apd_auto_with_ACH apl_aut_with_ACH i Deelata
api_auts_without_ACH api_auto_without_ACH % Dislale
appeve appeove # Dalate
AQHUWrofie Automation Profle Description fi Dalaty
Ashish Profie Asish Profle ¥ Dalaty
Austgrsation_UL e fi Dabate

AuteTransteManageAccoun AutoTeansbeM anagaAccount ty
cartytest Carly Tust Usae Mhpcity Dalaie
Cash Masageensen Cash Maragieseed Profly Moty Dialata
Cash Massgeenget - WIRES ONLY WIRES ONLY Moty Dalats
Cath Mamagement Senices Only Cash Managersent Senvices Only Moty Delaie
Cush_Management AP Automasion Crmatad by Mahendra for AP1 autemation Mty Dafata
CashMgent-PositvaPayimport Only Pogiive Pay Impae Oedy Moty Cralate
Contactts Comtact US Mgty Deafale
01 Fabx Ryt D1 Flgx Foasd

D - CEM D - CCM

Dani - No- Bl Pay B - No Bl Pay Mpdty Cafala
Seapa_lusg test? daepa_test_ilems mede than & Moty Chatate
Sepa_tusgl_test daapa_husyl_best Mooty Dalats -

© 2022 FIS and/or its subsidiaries. All rights reserved.
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3. Select ‘Menu Editor’
f:l S WEE ADMINISTRATION|

BANKS.
SYSTEM

User Interface Profile@ Online Banking is online o
Control Panel> User Interface Profiles

Profile Name *

[D1 Felx Retail | | Bave Changes |

Configure Account Summary

CUSTOMER CARE CONSOLE.
LOG OFF

ABA Number Ssarch Criteria Arial " #000000

View
ABA Number Search Results2 Arial 14 #000000 View
Account Details Arial 14 #000000 View
Account Info Arial 14 #000000 View
Account Name Changed Arial 14 #000000 View
Account Renamed Arial 14 #000000
Account Statement Enroliment Arial 14 #000000
Account Statements Integrated Arial 14 #000000
Account Statements Landing Avial 14 #000000
Account Statements Non-Integrated Arial 14 #000000
Account Statements Non-Integrated View Arial 14 #000000
Account Statemants Notices Arial 14 #000000
Account Transaction Register Arial 14 #000000
Account Transaction Register Categories Arial 14 #000000
Account Transaction Register Reparts Avial 14 #000000
Accounts Overview Arial 14 #000000
ACHAP! Page Arial 1 #000000

4. Enter the menu editor, scroll down to Tools; select add, then add “Autobooks” as a new
menu item. Our example shows “Autobooks (971)”

— Li pmYl VVEE ADMINISTRATION

[ : % 5
Sied Menu Editora Online Banking is online oo
Control Panel > User Interface Profiles > D1 Felx Retail
[Save Changes
Tier 3
Speed
FILE TRANSFES i " " X a - e
SO TR Display Name Enabled Order Pa L 53 odule Bump
Accounts 1 |{Ovarview 1| Overview 1 || Account Overviaw " -
Detail 2 ||Detail 1| Account Detai
Documents 3| Statements 1| Account Statement
Reports 4 | Download Transactions 1| Reports DownloadTransactions
Cash Position 2 | Reponts CashPosition
Download Reports 3 || Repons DownloadablsReports v v
Add
Add
Move Maney 2 |[Transter L [ 1 |[Make Transfer 1 v
Scheduled 2
History ] 3 b
History ] 3 | Transte
Manage Tamplates 4 Transfer Templatas v
Manage Accounts. § | TransferManageAccounts Nor v | Transfei *

| t mmmm i 2 Emmacuam I @ | 1 ] AcHGrae ] (Nione} v | acH = =N | I 1

5. After the Autobooks menu item is added to the ‘Tools’ menu, the Autobooks SSO needs to
be selected from the dropdown menu.

© 2022 FIS and/or its subsidiaries. All rights reserved. 11
FIS Proprietary and Confidential— For Recipient’s Limited, Internal Use Only



Digital One Flex

Web Administration Tools for Autobooks

ve
[y =gl WEE ADWINISTRATION
BANKS -
Loan ] 3 | Calculator.Loan
Contgurasans ‘Morlgage I O | 4 | caculatorMongage ‘i -
Security " ] Calcy i
e st Savings 0 5 | Calculator.Savings
Alerts Add
et Preferences ScoreCard 13 |[ScoreCard O | 1[FIS ScoreCard - (55) ~|[(None) ~ (=]
REPORTS " Tl
TRANSACTIONS = — = = &i -
FILE TRANSFER Personal Finance 4 | Persanal Finance 1| Tools PersonalFinance v
deluxecheckieorder 1[5 |[delurecheckreorder — ] ) T (None) || Additional Services ~ (5]
Add
Meridian |6 | Meridian ) 1 Meridian New Account Opening v || Additional Services v =]
Add
Sand Positive Pay 7 | Sand Positive Pay 1 SAND Positive Pay -(344) v |[(None) ~ (=]
Add
|Autobooks (571} 8 || Autobooks (571) 1 [Autobooks - {§71) v || Additional Services ~ O |&
Add
Autobooks (570) 9 | Add
Harland Check Reorder 10 | Harland Check Rearder No speedbt 1 hitps iwvw.ordermychecks.comllegin_a. | (None) ~ || Customer Service - 1]
Add
uMonitor eAQ 11 ||uMonitor eAD 1 uMonitor eAQ -(397) ~ || Additional Services ~ [}
Add
EAS 12_|[EAS 1| https ifwvew ordermychecks.comilogin_a._ || (None) | [ Additional Senvices ~ (=]
Add
sandpay 13 |(sandpay ] [ [SAND Positive Pay - (344) v | Additional Services v (5]
Add
ipay 14 |[ipay = ] 1 B 1[iPay Bill Pay - (910) || Additional Services ~ (=}
dd -

During the implementation FIS will enable the menu for each bank.

User Types

This final step allows an Fl to modify access by entire user types. An example could be removing
specific retail user types that do not include business customers. The guide below shows how to

reach user types once the previous steps have been completed.

1. Navigate to Control Panel.

(Gl B3, V/E5 AOVINISTRATION

Control Panela Online Banking is online

‘Control Panels

\Account Capabilities Manage account capabilities (¢.g. transfer to/from, check orders).
ACH Setup Manage ACH groups and settings
Ad Images Sctup Ad Images Sewp
Agreements Create and manage agreements.
LOG OFF
Batch Load Setup Manage Barch Load settings
CE Sep Configure CheckFree (Pass-Through)

Manage Services Settings

Manage default dollar limits

Manage FDF connectivity.

Manange Fidelity Bill Pay configuration options
Manage File Transfer configuration

Manage FIS Payment Manager configuration

(Customer Care Console
Daollar Lisits

EDE Sctup

Eideliry Bill Pay.

Eile Transfer

EIS Payment Manager

Gareway Sewp Configure Gateway connectivity

HCS Confieuration Manage HCS connectivity options

Holidays Manage holidays that processing will not occur on

HORIZON Setup Manage HORIZON connectivity and transaction options.
Manage IBS connectivity and transaction options.

Manage check imaging interface configusation
Manage Information Reporting Config

Manage OLB Login Page

Manage Alerts messages

Manage Dynamic Transfer Configuration

Manage Account Transaction Register Configuration

‘onfigure Metavante CSP (Pass-Through) Java client semtings. ‘

2. Scroll down to User Types, click User types to get to the user types page

© 2022 FIS and/or its subsidiaries. All rights reserved.
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« C & diflexapimazfisglobal.com/PRESIT/012 4 e 2 & ® 0O 2
G Goegle @ Raly W BitBucket (@ FlexDashbosrd @ Clarity wPaul. X NestGenlss-Wik 3 Specificatons-FIS. (3 Jenkine @ JRA-ENIS [ Digital One Flex pro.. Other bookmarks
.o
[ =g ==Y WEEIADMINISTRATION,
sl Online Offline Hybrid Mode  Manage Online Banking accessibility =
o QOB Configuration Manage 0OB Configuration
=i People Pay: Confisuration Manage People Pay Configuration
Change Paswced Pessonal Finance Manage Personal Finance Configuration
Alets Phene and Email Configurations Manage Phone and Email Configurations
it efhrioces: Positive Py Configure Positive Pay
REPORTS e
SORTITere Scheduled Tasks Create and manage scheduled tasks (e.g. file exports, recurring transaction processing)
FILE TRAN Secure Sign-On Setup Manage Device ID Configuranon
Securiry Profiles Create and manage security profiles for users
Security Settings Manage usemame password requirements, maximum login tries and hide/'unhide accounts.
Self Enrollment Manage Self Enrollment
Sign On Pazes Confisuration  Configure Header Footer for Sign On and Secure Sign-On pages
SQL Reporing Manage SQL Reporting
SSO Concentrator Configure S5O Concentrator Connection
SSO Interfaces Configure SSO Interfaces
Staement Imaging Manage statement imaging interface configuration
Statement Preferences Manages Statement Preferences
Stop Pafent Manage Stop Payment Options
Trzn Code Mapping Manage history tran code mapping from host or BAL files
s Manage Transaction Fees Configuration
Transaction Secursty Configure Security for Transaction Types
Transaction Serup Manage transaction processing options, retmies and ordering
Transfer Configuration Manage Transfer Configuration
Transfer Descriprions Manage transfer to/from descriptions.
Transfer Tvpes Configure tran codes for transfer types
UMoniter Configuration Manage UMonitor Configuration
User Interface Create and manage user interface profiles.
User Types Create and manage user types.
Ulranser Configuration Manage UTransfer Configuration 'l
|WebConnect Manage WebConnect Sentings "

3. Scroll down to the desired user type. The example shows “D1 Flex Retail.”

.o
[l By, VB ADVINISTRATION
BANKS.
User Typesa Online Banking is online [ e ]
Control Panel
User Types  Create a New User Type
#Farmers BankHerolmage 1900486919 Modity Delate
#FarmersNew4172019 Modify Delste
#NewBrandinngFNBAJIRAGS32 Modify Delete
#0LBBrandinngFNBA Maodify Delete
*Delta Bank Modify Delete
“NewBranding# 1USCentury Madify Dalata
“NewBranding#2Choice Mogify Dalate
“NewBranding#3Pinnacle Hero12 Modify Dalsta
“Tensas State Bank Modify Delate
ACCOUNT TRANSACTION ONLY Hero13 Modify Delete
Account Transaction Register Modify Delate
Akshat Modify Delete
api_auto_with_ACH Modify Dalate
api_auto_without_ACH Modify Delate
approve Modify Delate
Ashish Flex Modify Delate
Automation No Exteral Modify Dalate
Automation_UserType Modify Dslate
AutoMenuTestUsertypel Maodify Delatg
AutoMeuTesiUsertype? Maogify Dalate
AutoTransferManageAccount Modfy Delele
Basic Businesshero 11 Madify Dalste

4. Scroll down to find the specific Service Entitlement; Autobooks will be a Service Entitlement
to enable / disable.

e This will be enabled by FIS during the implementation.
o |[fthe SSOC is disabled, the Autobooks Service Entitlements will NOT display.

© 2022 FIS and/or its subsidiaries. All rights reserved. 13
FIS Proprietary and Confidential— For Recipient’s Limited, Internal Use Only



Digital One Flex

Web Administration Tools for Autobooks

WEB AUNINISTRATILN]
e

BANKS

TUser Type *
[Kathy's Test ]

User Interface Profile

Kathy W
Security Profile
Kathy's Test e

Transaction Fee Schedule
REPORTS
AT TN | Company Fee Schedule ~
FILE TRANSFER
CUSTOMER CARE consoLE RIS
LOG OFF Enable D1 Flex Ul

Overview Dizplay
® Petail Display
(O Cash Management Display

Online Banking Disclosure

Manaze Disclosure...

Service Entitlements Check All Uncheck All
8 Account Openng
Account Transaction Register
8 Accounts
BACH
B ACH Positive Pay
Additional Services
8 Additional Services - UTransfer
B Administration

B Autobocks
B Auntobooks - Accept a Pavment
8 Autobooks - Create an Invoice

Allow [P Address Range
Manage Allowed [P Address Range...

Lock Inactive Users
% Lock after Inactive Davs
& Lock after 10 Days from Initial Setup or Password Reset

Review Release Check All Uncheck All
Transaction Type

[ Account Transfer Templates

[ Account Transfers

[0 ACH Batch

ACH Template

[ Esxternal Transfer Templztes
O External Transfers

[0 Recurring Account Transfers
[0 Recurring ACH Batch

[ Recurring External Transfer

[ Recurring Wire Transfers

FIS will enable user types (see checkboxes above) during the implementation.

e Admin users can enable or disable the individual links at the User Type level.

o Autobooks

o Autobooks — Accept a Payment

o Autobooks — Create an Invoice

Note: The 'Autobooks' item controls permission to the Tools menu link. The 'Autobooks-Accept a
Payment' and ‘Autobooks-Create an Invoice' items control the display of the link on the Accounts
Overview page.

Removing Access for a Group of Users

Access can be removed for a group of users via the User Type configurations. Deselect the three
Autobooks entries to remove the three links from the Ul. See the section above on User Types for
detailed steps.
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Removing Access for Individual Users

This step can be used to remove Autobooks access from an individual user. Example: a financial
institution could have been mass enabled or roll out fully, and then back out specific users.

1. Scroll to the left hand nav, click the ‘banks’ drop down, and choose the ‘search’ option.

L3 C @ difecpimarfisglobalcom PRESIT/OT200929TF wtbacimin/WebAdrminhtmqs = binm TCvoSpXHaETigg B3 d%3d o @ 0O &

EE ADMINISTRATIGN]

Search Banke Online Banking is online

Bank *
203001 API_NORIZONSEST v

Search Crateria *
L ]

th,ALI Uncheck All
pan

BTxID

B Search Users

B First Name BlatName EUser Tax ID
B Username Bl D

B Search Accounts
B Account Number B Account Name

Subrrit

2. Search for the user you wish to modify using ‘search criteria’

e =2 o MO & :

Search Bankia Online Banking is online FrvniT ]

Bank *
2020.01 API_HORIZONSZIT v

Search Criteria *
[paulpresit

Chefall Uncheck Al

B Search Companies
B Company Name EiTex ID
& Company ID

I Search Users

EFirse Nanse  ELast Nase B User Tax ID
B Userrame B Uses ID

B Search Accounts
B Account Number B Account Name

Submit
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3. When the user is returned, click the hyperlink to view user detail.

.e
[l B V/EE ACMINISTRATION|
SN Search Results@ Online Banking is online ==a
Results In Companies

Ne Rezults For Companies
Hesults In Users

Pt . Eaul
4 PaulPresiz, Address: 1141 Bucks R, Milwaukee WI, 33224

Results In Accounts
No Results For Accounts

Seasch Agun

| TAITP Webadmind e aipalana fue Sl D udebafiZaghdat s

4. Within ‘User Detail’, navigate to the Portfolio dropdown menu and choose the portfolio you
wish to modify. The portfolio represents the relationship, or RMS record.

ff i pY YVEBADMINISTRATION

User Detaila Online Banking is online
Retum to Search
Portfolio ___
[PAUL NOVEMBER v
Username Madify Clear Password Reset Faslures
PaulPresit S S— Refresh Assount Liss
| Address Chagzs Usemame Suppont Dashboard
Paul November Losk User 501550 Urerfnfo

1141 Bucks Rd Purss Uner Deactivae User

S End Active Session:

Milwaukee, WI 53224 Reset Failed Logins Masage Allowed [P Address Range
o ki Faciias S0t U P i 5

ost Key 4 Eree Enroll: il Psv Epcollment
521806 CheciFeee Enrollment Retail Bil Poy Encollment

Bill Pay Esrollment  Peogle Pay

Iier Tipe Security Remove user from Bersonal Finance

Flex Migration Status: Completed

Accounts
t Number Portfolio ame st A 18
*0001 PAUL NOVEMBER EQUITY LINE FIXED RATE-0001 Instaliment Loan IL. Active No Access Limits View
“0001 PAUL NOVEMBER HEALTH SAV ACCT 124567-0001 Checking-HSA DD Active No Access Limits View
0001 PAUL NOVEMBER NEW ACCOUNT-0001 Checking DD Active No Agcass Limits View
0001 PAUL NOVEMBER NEW ACCOUNT-0001 Checking oo Active No Agcess Limils View
0002 PAUL NOVEMBER REGULAR CHECKING-0002 Checking oD Active No Access Limits View
0003 PAUL NOVEMBER NEW ACCOUNT-0003 Checking oo Active No Access Limits View
o Access Limits View a
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5. Click ‘Remove from User Type Security’ link, then scroll down to the desired account and
select ‘Access.’

WEB ABDMINISTRATION!

IICEUREE, WI

Mstavane Encollment a6 User Details from Cocs

Host Key
521806

] ietail Bill Pav Enscliment
Eidsliry Bill Pay Enoliciear People Pay

Flex Migration Status: Completed A pe Security  Remove user from Personal Finance

Accounts

Account Number Portfolio Account Name Account Type HostApplication Status Extemal

“0001 PAUL NOVEMBER EQUITY LINE FIXED RATE-0001 Installment Loan IL Active No Access Limits View
~0001 PAUL NOVEMBER HEALTH SAV ACCT 1248670001 CheckingHSA DD Active No Access Limils View
“0001 PAUL NOVEMBER NEWACCOUN:'[-UDM Checking oo Active No Access Limits View
0001 PAUL NOVEMBER NEW ACCOUNT-0001 Checking oD Active No Accass Limits View
‘0002 PAUL NOVEMBER REGULAR CHECKING-0002 Checking oo Active No Access Limits View
“0003 PAUL NOVEMBER NEW ACCOUNT-0003 Checking oD Active No Access Limits Yiew
0004 PAUL NOVEMBER HEALTH SAV ACCT 124567-0004 CheckingHSA 0D Active No Access Limits View
“0005 PAUL NOVEMBER STATEMENT SAVINGS-0005 Savings sV Active No Access Limits View
0011 PAUL NOVEMBER NEW ACCOUNT-0011 Checking oD Active No Access Limils View
“0013 PAUL NOVEMBER PREMIUM ST SAVINGS-0013  Savings sV Active No Access Limits View
0101 PAUL NOVEMBER BUSINESS/COMMERCIAL-0101 Checking oo Active No Access Limits View
0889 PAUL NOVEMBER REGULAR CHECKING-0889 Checking oo Active No Access Limits View
T PAUL NOVEMBER NEW ACCOUNT-7777 Checking oo Active No Access Limits View

Address line 1 [ State Postal Code  Administrator
“DOZER DHEER 909 Waggin Trall No faw Remove
CATHYS CAKE SHOPPE 601'S LAKE DESTINY ROAD Update 4.1.2020 No Visw Remove

Transfer To Accounts Add Transfes to Account

All the checkboxes are now available to be clicked.

f: i gl VWES ADMINISTRATION

Manage User Access@ Online Banking is online ==
Bank List JserD

Halding Companies

Support Dashboard

User Name PaulPresit
Account Name NEW ACCOUNT-0001
Account Type Checking

Services

TRANSACTIONS
FILE TRANSFER

e Ay —— == — g T N
- poonined BEES puoaTotd  aoh | Stk | Pemes | Beske | smps s | s
CUSTOMER CARE CONSOLE

LOG OFF Check All Uncheck All

B Add Joint Owmer

ALERTS TEST Request
APT Auromation Regquest
AP] GATS Testing Request
ATM/Debit Card Overdraft Coverage (Reg-E) Request
Autobooks

l%ak Defined Request

CD Distnibution From.

CD Distribution To

CD Puschase From

Change Account Name
Check Order

Copies Request

deepamsg Request

Ascoust

The screen above can be used to disable Autobooks at the ACCOUNT level.

Note: The Manage User Access flow is the equivalent of the Security Profile. Unchecking
Autobooks removes the user entitlement and the user would not have permission to access
Autobooks.
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